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Abstract:
The paper discusses about anonymous authentication system for academic service in the university. The anonymous authentication system is
proposed to apply in the university to protect the students' identity when they report academic misconduct in the university system. Generally the
system is designed and developed using two sub-systems namely the system for user management and the system for file management feedback
submitted by students. The “User Management” system facilitates users for new enrollment, registration verification, and key distribution to system
users. Whereas “Student Feedback” system facilitates users in making feedback, encrypting and description of files, and sending feedback. The file
encryption process used the Attribute-Based Encryption (ABE) algorithm. Both systems will be integrated using the secret API. The testing process
in this study used data of Udayana University's community service participants in year 2016. The tests were conducted on anonymous
authentication process, encryption process and file description, key distribution process, and feedback process and feedback status. The evaluation
showed good results. This is indicated that the user authentication process can be done in just 4.6 seconds, and the process of sending feedback
within 6.4 seconds.
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Abstract— The paper discusses about anonymous 
authentication system for academic service in the university. The 
anonymous authentication system is proposed to apply in the 
university to protect the students’ identity when they report academic 
misconduct in the university system. Generally the system is designed 
and developed using two sub-systems namely the system for user 
management and the system for file management feedback submitted 
by students. The "User Management" system facilitates users for new 
enrollment, registration verification, and key distribution to system 
users. Whereas "Student Feedback" system facilitates users in making 
feedback, encrypting and description of files, and sending feedback. 
The file encryption process used the Attribute-Based Encryption 
(ABE) algorithm. Both systems will be integrated using the secret API. 
The testing process in this study used data of Udayana University's 
community service participants in year 2016. The tests were conducted 
on anonymous authentication process, encryption process and file 
description, key distribution process, and feedback process and 
feedback status. The evaluation showed good results. This is indicated 
that the user authentication process can be done in just 4.6 seconds, 
and the process of sending feedback within 6.4 seconds. 

 
Keywords — Anonymous Authentication, Student 

Feedback, Academic Service. 

I.  INTRODUCTION  

Academic service in the university can be improved 
significantly when the university system can accommodate 
student’s feedbacks and complaints, such as in student 
community service course, while powerfully protecting 
students’ identity. The course is a compulsory subject in some 
Universities in Indonesia and it involves multi discipline 
subjects in the university. The students are grouped then sent to 
many villages. The group members are from many departments. 
The activity itself in the village takes one to two months [1].  
This is one of the process for students to complete higher 
education by living, socializing, and adapting to society. 
Uniting students with lecturers and the community as well as an 
opportunity for students to apply science, technology, work 
culture and tolerance among the fellows and the community. 
Surely there problems arise during the activity. Mostly students 
are afraid to report if they face problem with their supervisor or 
other officials. Therefore the University should provide the 
system that can be accessed by the students to report securely 
and protect their identity. Then the system must be secured from 
unauthorized access. Thus this paper proposes anonymous 
authentication system and its implementation in the subject in 
Udayana University is as a study case.  

Currently Udayana University has 16,737 active 
undergraduate students [2] and all students are required to 
attend community service course. To improve the quality of this 
course is by providing the parties to provide feedback or 
complaints of the implementation of the activity. The feedback 
can be given by students, community and lecturers and will be 
addressed to the responsible of the activity at Udayana 
University.  

To facilitate the provision of the feedback and to 
increase response speed, therefore the feedback system should 
be developed that is easily accessible by the parties. However, 
this feedback is sensitive, thus maintaining and protecting the 
privacy of users is a top priority in developing this system. 
Studies related to privacy protection of system users are 
explained by [3] [4] [6].  

This research develops an anonymous authentication system 
for student complaint about the implementation of the course in 
Udayana University. To safeguard the data and protect the 
students' privacy, then the identity of the students will be hidden 
in this system. The system will only receive feedback from 
students as well as the supporting files needed. The system will 
be developed using the laravel framework and will be equipped 
with file encryption facility to save the data. 

 

II. ANONYMOUS AUTHENTICATION MODEL 

This section includes several models of Anonymous 
Authentication System. Some researches have been done in 
Anonymous Authentication model [7] [8] [9]. Generally several 
algorithms that are used along with Anonymous Authentication 
on data storage in the cloud including Attribute-Based 
Encryption (ABE), Attribute-Based Signature (ABS) [10] [11], 
Key Police Attribute Based Encryption (KP-AB) [12], Public 
Key Encryption (PKE), Pailler Cripto system, Fuzzy Encryption 
Identity-Based, Multi Authority Attribute Based Encryption, 
Message Authentication Code, SHA, and SHA-1, RFID [13], 
homomorphic encryption [14], and Chiper text Police Attribute 
Based Encryption (CP-ABE) by [15]. 

Attribute-Based Encryption (ABE) approach that only user 
who has a match attribute, can use the service from the cloud. 
Algorithms of ABE and ABS on the data storage medium in the 
cloud are selected. Using ABE, users are given the appropriate 
attribute set, only users who have a match set of attributes that 
can describe the information in the cloud. There are four 
processes in the ABE algorithm, namely: System Initialization, 



V. PERFORMANCE EVALUATION 

Trials are initially focused on two things: Anonymous 
Authentication Access and feedback delivery by students to the 
feedback manager. We have tested it by calculating the total 
time required by "User Manager" to verify the user, and trial to 
the process of sending feedback by student to recipient. Figure 
8 shows the trial result. 

 
 

 
Figure 8. User Verification Test Results (in second) 

 
As can be seen in Figure 8, trials for user verification 

are performed ten times. The fastest time of the test result is 
4.08 seconds and the longest result of the test result is 4.94 
seconds. Of the ten experiments performed on average the user 
verification process takes 4.6 seconds. For the results of 
feedback delivery trials can be seen in Figure 9. 

 

 
 

Figure 9. The results of feedback delivery trials 
 

Figure 9 shows that the test is performed ten times. 
Trials are performed using different file sizes differently, 
ranging from 197 bytes to 8116 bytes. The fastest time of the 
test result is 6 seconds and the longest is 6.9 seconds. From the 
test shows the average execution time of feedback delivery with 
the average file size of 3797 bytes is 6.38 seconds. 

VI. CONCLUSION 

In this paper we have presented a new scheme for 
anonymous authentication system for student feedback of 
community service course in Udayana University as a case 
study. The system protected the student identity or in other 
word, the student can submit feedback with a hidden identity. 
Two important things that have been resolved in this paper are 
the schemes authenticate user without knowing the identity of 
the user itself. Then for security purposes, the created scheme 
can encrypt feedback messages and distribute keys to the user 
to describe the message. Finally the performance result in term 
of speed process in seconds, the implementation of this scheme 
shows good results. This is evidenced that the user 
authentication process can be done in just 4.6 seconds, and the 
process of sending feedback within 6.4 seconds. 
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